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Good Morning!

In this newsletter:
- IoT will become a major issue in time (actually already is)
- The merits of a .AC.UK domain name

--------------------------------------------------------------------------------------------------
IoT will become a major issue in time (actually already is)
--------------------------------------------------------------------------------------------------
In March this year we reported on how IoT could be used as a robot or even a brain:
http://www.seiretto.com/newsletters/

Just last month IoT was used as a robot to attack and bring down many sites:
http://www.theregister.co.uk/2016/10/21/dyn_dns_ddos_explained/
and earlier in the month:
http://www.theregister.co.uk/2016/09/26/brian_krebs_site_ddos_was_powered_by_hacked_internet_of_things_botnet/
  Also, where 154k cameras and IoT devices were used to create a 990Gbps attack:
http://www.theregister.co.uk/2016/09/27/152463_hacked_cameras_deliver_990gbps_recordbreaking_dual_ddos/ 
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Most users just buy and plugin the IoT devices and never change or update them; this leaves them open to abuse, and
use by others (individuals or states).  This leaves a huge amount of devices ready to be utilised by
miscreants/terrorists/rogue governments (of course the UK or USA would not be in this camp!) to plan and fire an
attack at a target.  The international fighting stage will change as time goes on; the battles will be held online (much
like how crime is moving from the streets to online).  

If you have an IoT device ensure your keep the software uptodate and use a strong password, or unplug it and throw it
away (oh, not so easy if its your new fancy fridge!).  Failure to take action may leave a back door open on your network
so allowing entry or abuse at anytime... 

--------------------------------------------------------------------------------------------------
The merits of a .AC.UK domain name
--------------------------------------------------------------------------------------------------
For Universities and Colleges the .ac.uk is an essential part of the organisation which enables their high status to be
recognised internationally.  

It is without doubt the most prestigious domain name for any education establishment.  The high trust and credibility
afforded by a ac.uk domain internationally goes way beyond the cost to purchase and maintain the email and hosting.

Read more about ac.uk domain names:
http://achost.co.uk/ac-uk-trusted-domains/

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~
Thank you for reading, please let us know if you have any queries, niggles, or questions?  Just reply now....

Missed a newsletter?  Copies of most of them are online here:
http://www.seiretto.com/newsletters/
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